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kUX'-!B'!&%vY$'!$^\UXT!'X!_UW$X]ZZ%XY!['Z!]X_U$&%Y]UXZL!Z]![g'ZV[%f'!'ZY!%WYU$]Z^!m
$'V'fU]$!['!Y$%XZ_'$Y-

• %365F9GH892I!p!7__$'!T'Z!Z'$f]V'Z!T'!$^ZU[WY]UX!XU&!f'$Z!6.!&%]Z!X'!_UXVY]UXX'
\%Z!T%XZ!Xg]&\U$Y'!eW'[['!kUX'-!B'Z!$^\UXZ'Z!\UW$!YUWY'Z!['Z!$^ZU[WY]UXZ!ZUXY!'X
b^X^$%[!\[%V^'Z!'X!V%Vh'!T%XZ!WX'!l%Z'!T'!TUXX^'Z!ZYUVs^'!'X!&^&U]$'!\UW$!WX'
\^$]UT'!^Y%l[]'L!['!\[WZ!ZUWf'XY!Z\^V]_]^'!\%$![g'X$'b]ZY$'&'XY!T'!kUX'!]&\U$Y^L!V'
eW]!\'$&'Y!TgUlY'X]$!WX'!$^ZU[WY]UX!\[WZ!$%\]T'!\UW$!Tg%WY$'Z!V[]'XYZ!;31!%\$aZ![%
\$'&]a$'!$^ZU[WY]UX-

• J8@K3@4F9G!p!#%]Y!ZW]f$'!T'Z!$'eWnY'Z!\UW$!$^ZU[WY]UX!m!WX'![]ZY'!Z\^V]_]eW'!T'
Z'$f'W$Z!T'!XU&Z-!1]!%WVWX!T'Z!Z'$f'W$Z!T'!XU&Z!Z\^V]_]^Z!X'!\'WY!'__'VYW'$![%
$^ZU[WY]UXL!['!\$UV'ZZWZ!Zg%$$nY'!'Y![%!$^ZU[WY]UX!%!^VhUW^-

!"9":25;2.+-'<.'53/82=6+1023/
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8'!_]Vh]'$!VUXY]'XY!['Z!]X_U$&%Y]UXZ!b[Ul%['Z!TW!Z'$f'W$!VU&&'!\%$!'`'&\['!ZW$
eW'[['!]XY'$_%V'!['!T^&UX!f%!^VUWY'$-

6[!VUXY]'XY!%WZZ]!YUWY'Z!['Z!T^V[%$%Y]UXZ!T'!kUX'Z-!B'!XU&!T'![%!kUX'!'ZY
]&\U$Y%XYL!\W]ZeWg][!VUXZY]YW'![%!f%['W$!\%$!T^_%WY!%ZZ]bX^'!m![%!T]$'VY]f'
LM=NON)!WY][]Z^'!T%XZ!['!_]Vh]'$!kUX'-

.%$!'`'&\['L!Z]!V'YY'!T^V[%$%Y]UX!kUX'!T^_]X]Y![g'Z\%V'!T'!XU&!\UW$
48P3F9"58P;L!][!_%WY!WY][]Z'$!48P3F9"58P;!'X!Y%XY!eW'!XU&!T'!kUX'!\UW$!eWg][
ZU]Y!\[%V^!m![%!_]X!T'Z!XU&Z!TghiY'Z!WY][]Z^Z!T%XZ!['!_]Vh]'$!T'!kUX'-

5f%XY!T'!\UWfU]$!%YY%eW'$![%!VUX_]bW$%Y]UX!\$U\$'&'XY!T]Y'L!V'$Y%]XZ!&UYZ!V[^Z
fUXY!XUWZ!nY$'!WY]['!T%XZ![%!T^V[%$%Y]UX!T'Z!kUX'Zc

• 3228KHQ?;@I!c!1\^V]_]'!['Z!V[]'XYZ!eW]!ZUXY!%WYU$]Z^Z!m!$'eW^$]$!T'Z
]X_U$&%Y]UXZ!m!\$U\UZ!T'!V'YY'!kUX'-!.%$!T^_%WY!YUWY'Z!['Z!$'eWnY'Z
Tg]X_U$&%Y]UXZ!ZUXY!%WYU$]Z^'Z-

• 3228KH<@39>:;@!c!1\^V]_]'!['Z!Z'$f'W$Z!'ZV[%f'Z!eW]!ZUXY!%WYU$]Z^Z!m
$'eW^$]$!WX!Y$%XZ_'$Y!T'Z!]X_U$&%Y]UXZ!T'![%!kUX'-!.%$!T^_%WY!YUWY'Z!['Z
$'eWnY'Z!T'!Y$%XZ_'$Y!ZUXY!%WYU$]Z^'Z-

• 3228KH?743<;!c!1\^V]_]'!['Z!hiY'Z!eW]!ZUXY!%WYU$]Z^Z!m!&'YY$'!m!oUW$
TdX%&]eW'&'XY!T'Z!]X_U$&%Y]UXZ!T%XZ!['W$!kUX'-!.%$!T^_%WY!%WVWX'
$'eWnY'!T'!&]Z'!m!oUW$!TdX%&]eW'!Xg'ZY!%WYU$]Z^'!QZ^VW$]Y^!Ul[]b'R-

3UWZ!X'!\'$&'YY$UXZ![%!&]Z'!m!oUW$!T'Z!kUX'Z!WX]eW'&'XY!\%$!['!;=8.L!Vg'ZY!m
T]$'!WX]eW'&'XY![%!&%Vh]X'!eW]!T]Z\UZ'!TW!;=8.*;31-

• :F2;!c!1\^V]_]'!['!XU&!TW!_]Vh]'$!eW]!VUXY]'XY!['Z!TUXX^'Z!T'!VUX_]bW$%Y]UX
T'![%!kUX'!T%XZ!['!$^\'$YU]$'!T'!_UXVY]UXX'&'XY!T'!X%&'T!Q\%$!T^_%WY!(
E3@(93P;4!UW!(E3@(1F94(R-

• P3><;@>!c!9Y][]Z^'!Z]![%!kUX'!'ZY!T^_]X]'!VU&&'!T'!Yd\'!'ZV[%f'-!BgU\Y]UX
&%ZY'$Z!]XT]eW'!%W!X%&'T!TgWX!'ZV[%f'!['Z!%T$'ZZ'Z!6.!TgUu!][!'ZY!\UZZ]l['
T'!$'eW^$]$!T'Z!]X_U$&%Y]UXZ!T'!kUX'-

• 98<F:I!c!;^Y'$&]X'!Z]!X%&'T!'XfU]'!WX'!XUY]_]V%Y]UX!%W`!Z'$f'W$Z!'ZV[%f'Z
eW%XT!WX'!kUX'!'ZY!&]Z'!m!oUW$-!.%$!T^_%WY!['!VhU]`!'ZY!d'Z!QUW]RL!&%]Z
fUWZ!\UWf'k!$^b['$!ZW$!XUL!\UW$!'&\nVh'$!eW'!['Z!'ZV[%f'Z!'X!ZU]'XY

C##9'DDEEE1A)*+F".,/1+%:
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XUY]_]^ZL!UW!'`\[]V]YL!\UW$!Xg'XfUd'$!T'!XUY]_]V%Y]UX!eWg%W`!Z'$f'W$Z!T'![%
[]ZY'!%[ZUpXUY]_d-

• <I7;!c!;^_]X]Y!['!Yd\'!T'!kUX'-!B'Z!Yd\'Z!ZW]f%XYZ!\'Wf'XY!nY$'!WY][]Z^Z!c

• :8@K3@4!c!;]Y!%W!Z'$f'W$!T'!XU&Z!T'!_%]$'!ZW]f$'!YUWY'Z!['Z!$'eWnY'Z
Tg]X_U$&%Y]UXZ!m!\$U\UZ!T'!V'YY'!kUX'!f'$Z!Tg%WY$'Z!Z'$f'W$Z!T'!XU&Z-

• 5F9<!c!9X!Yd\'!Z\^V]%[!T'!kUX'!eW]!'ZY!WY][]Z^!\UW$!U$]'XY'$!f'$Z!['Z
Z'$f'W$Z!T'!XU&Z!$%V]X'ZL!Z'$f%XY!m!$^ZUWT$'!T'Z!$'eWnY'Z![U$ZeWgWX'!kUX'
Xg'ZY!\%Z!VUXXW'!\%$!%][['W$Z-!3U$&%['&'XY!fUWZ!Xg%W$'k!\%Z!l'ZU]X!T'
VUX_]bW$'$!WX'!kUX'!Tg]XT]V%Y]UX!%WpT'[m!TW!(;<6(93P;4"689:!\%$!T^_%WY-

• P3><;@!c!;^Z]bX'!['!Z'$f'W$!T'!XU&Z!\$^Z'XY!VU&&'!_%]Z%XY!%WYU$]Y^!\UW$
V'YY'!kUX'-!9X'!kUX'!T'f$%]Y!nY$'!VUX_]bW$^'!VU&&'!T'!Yd\'!&%ZY'$!Z]
fUWZ!\UZZ^T'k!['Z!_]Vh]'$Z!T'!VUX_]bW$%Y]UX!T'![%!kUX'!ZW$!['!\$^Z'XY
ZdZYa&'-

• >23E;!c!;^Z]bX'!['!Z'$f'W$!T'!XU&Z!\$^Z'XY!VU&&'!Z'$f'W$!'ZV[%f'!\UW$
V'YY'!kUX'L!T]Z%XY!m!X%&'T!T'!$'eW^$]$!['Z!_]Vh]'$Z!T'!VUX_]bW$%Y]UX!T'![%
kUX'!T'\W]Z![g%T$'ZZ'!6.!TW!Z'$f'W$!T'!XU&Z!&%vY$'!\UW$!V'YY'!kUX'-

A%]XY'X%XY!fUdUXZ!['Z!&UYZ!V[^Z!T'Z!_]Vh]'$Z!T'!kUX'Z!eW'!XUWZ!%fUXZ!Z\^V]_]^Z
\%$!['!&UY!V[^!:F2;-!

!"9"4":25;2.+-'<.'?3/.-

B'Z!_]Vh]'$Z!T'!kUX'ZL!eW]!VUXY]'XX'XY!T'Z!]X_U$&%Y]UXZ!ZW$!WX!'Z\%V'!T'!XU&
\%$Y]VW[]'$L!ZUXY!ZYUVs^Z!T%XZ!['!$^\'$YU]$'!T'!_UXVY]UXX'&'XY!T'!X%&'T
Q(E3@(93P;4'UW!(E3@(1F94R-!
''!
8h%eW'!_]Vh]'$!T'!kUX'!VUXY]'XY!T'Z!'X$'b]ZY$'&'XYZ!T'!$'ZZUW$V'Z-!B'Z
'X$'b]ZY$'&'XYZ!T'!$'ZZUW$V'Z!T^_]X]ZZ'XY!['Z!\%$%&aY$'Z!T'![%!kUX'L!%ZZ]bX%XY!WX'
]T'XY]Y^!m!T'Z!ZdZYa&'Z!m![g]XY^$]'W$!T'![g'Z\%V'!T'!XU&!T'![%!kUX'-

NU]V]!['Z!T]__^$'XYZ!Vh%&\Z!eW'!XUWZ!%[[UXZ!$'XVUXY$'$!T%XZ!XUZ!_]Vh]'$Z!T'
kUX'Zc!
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w!63!175!xZ'$f'W$pXU&Zp\$]&%]$'y!x'&%][phiY'y!Q
!xXW&^$UpZ^$]'y
!xY'&\Zp%VYW%[]Z%Y]UXy
!xY'&\ZpXUWf'[!'ZZ%]y
!xY'&\Zp'`\]$%Y]UXy
!x44Bp&]X]&W&y!R

• *M-!c!2X$'b]ZY$'&'XY!z!1Y%$Y!7_!5WYhU$]Yd!{L!eW]!\$UV[%&'!T'Z
]X_U$&%Y]UXZ!]&\U$Y%XY'Z!_%]Z%XY!%WYU$]Y^!m!\$U\UZ!T'Z!'Z\%V'Z!T'!XU&
\UW$!['Z!Z'$f'W$Z!T'!XU&Z-!

• B'!Zd&lU['!R!\[%V'!['!XU&!T'!kUX'!'X!Y%XY!eWg'Z\%V'!T'!XU&!T^_]X]!\%$
[g'X$'b]ZY$'&'XY!T'!$'ZZUW$V'Z!*M--!B'!Z'$f'W$!T'!XU&Z!\$]&%]$'!%WYU$]Z^
\UW$!V'!TU&%]X'!'ZY!WY][]Z^!\UW$!>;@E;?@>H98P>H7@FP3F@;!'Y![g%T$'ZZ'!'p
&%][!T'![%!\'$ZUXX'!m!VUXY%VY'$!m!\$U\UZ!T'!V'Y!'Z\%V'!T'!XU&!'ZY
ZWlZY]YW^'!m!;P3F2H5S<;-!3UY'k!eW'![gR!'ZY!$'&\[%V^!\%$!WX!\U]XY-!

• 9?PT@8H>T@F;!'ZY!]XV$^&'XY^'!Vh%eW'!_U]Z!eW'!fUWZ!Vh%Xb'k!['!_]Vh]'$!T'
kUX'!%_]X!eW'!X%&'T!Z%Vh'!eWg][!TU]Y!$'Vh%$b'$!V'YY'!kUX'-!

• <;P7>H36<?32F>3<F89!T]Y!m!YUWY!Z'$f'W$!'ZV[%f'!VU&l]'X!T'!Y'&\Z!%YY'XT$'
%f%XY!T'!T'&%XT'$!%W!Z'$f'W$!T'!XU&Z!&%vY$'!Z]!T'Z!Vh%Xb'&'XYZ!UXY!^Y^
'__'VYW^Z!T%XZ![%!kUX'-!

• <;P7>H98?E;2!'ZZ%]!]X_U$&'!['!Z'$f'W$!T'!XU&Z!'ZV[%f'!T'![g]XY'$f%[['!T'
Y'&\Z!m!%YY'XT$'!%f%XY!Tg^&'YY$'!WX'!XUWf'[['!$'eWnY'!T'
$%_$%vVh]ZZ'&'XYL!%W!V%Z!Uu!['!Z'$f'W$!T'!XU&Z!&%vY$'!X'!$^\UXT$%]Y!\%Z-
1]!['!Z'$f'W$!&%vY$'!Xg%!\%Z!$^\UXTW!m!WX'!$'eWnY'!T'!$%_$%vVh]ZZ'&'XY
%f%XY!eW'![%!f%['W$!]XT]eW^'!T%XZ!<;P7>H;U7F@3<F89L!['!Z'$f'W$!'ZV[%f'
V'ZZ'!T'!$^\UXT$'!%W`!$'eWnY'Z!%W!ZWo'Y!T'!V'Y!'Z\%V'!T'!XU&-!

• VVWHPF9FP?P!T'&%XT'!eW'!Tg%WY$'Z!Z'$f'W$Z!T'!XU&Z!\[%V'XY!'X!V%Vh'
['Z!]X_U$&%Y]UXZ!\UW$!V'YY'!kUX'!\'XT%XY!%W!&U]XZ!V'YY'!\^$]UT'!Q'X
Z'VUXT'ZR-!

''!

;%XZ!H63;L!YUWZ!['Z!Y'&\Z!ZUXY!'`\$]&^Z!'X!Z'VUXT'Z-!4UWY'_U]ZL!fUWZ!\UWf'k
%WZZ]!WY][]Z'$!T'Z!%l$^f]%Y]UXZ!\UW$!T'Z!WX]Y^Z!T'!Y'&\Z!%WY$'Z!eW'!T'Z!Z'VUXT'ZL
VU&&'!['Z!&]XWY'Z!QARL!['Z!h'W$'Z!Q=RL!['Z!oUW$Z!Q;R!'Y!['Z!Z'&%]X'Z!QSR-!
''!

B'Z!Z'VUXT'Z!VU&\%$^'Z!m!Tg%WY$'Z!WX]Y^Z!T'!Y'&\Zc
2X!Z'VUXT'Z!p!2X!%WY$'Z!WX]Y^Z!T'!Y'&\Z!QA!|!A]XWY'L!=!|!='W$'ZL!;!|!;%dL!S
|!S''sR

?D!p!,A
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8'!TUVW&'XY!'ZY![%!\$U\$]^Y^!T'!1W\]X_U!'Y!'ZY!ZUW&]Z!%W`!$ab['Z!T'!T$U]YZ!TF%WY'W$Z



=$%>,5$;&%?;$)"/&$#&;?5"%,#? ,D!*!+,

,IDD!p!:DA
:?DD!p!,=
,DIDD!p!:=
(,?DD!p!?=
+:(DD!p!,(=
I?+DD!p!,;
(<J(DD!p!:;
?D+IDD!p!,S
:,<:?DDD!p!:?<;

• )*!c!2X$'b]ZY$'&'XY!T'!Z'$f'W$!T'!XU&Z!Q3%&'1'$f'$R!eW]!%XXUXV'!['Z
Z'$f'W$Z!T'!XU&Z!_%]Z%XY!%WYU$]Y^!\UW$!WX'!kUX'-

• .X!c!2X$'b]ZY$'&'XY!A%][!'@Vh%Xb'L!eW]!T]Y!Uu!TU]Y!Z'!T]$]b'$!['!VUW$$]'$
'XfUd^!m!WX!XU&!Tg'Z\%V'!\%$Y]VW[]'$!VUXY$i[^!\%$!V'YY'!kUX'-

• -!c!2X$'b]ZY$'&'XY!Tg5T$'ZZ'!eW]!Z\^V]_]'!WX'!%T$'ZZ'!6.!m!%ZZ]bX'$!m!WX
XU&-

• &V=!c!2X$'b]ZY$'&'XY!.U]X4'/!$'VU$TL!VUXtW!\UW$!U$]'XY'$!f'$Z!WX'!%WY$'
\%$Y]'!T'![g'Z\%V'!T'!XU&-!B'Z!'X$'b]ZY$'&'XYZ!.4/!Z'$f'XY!ZW$YUWY!m![%
$^ZU[WY]UX!]Xf'$Z'!T'Z!XU&ZL!\W]ZeWg][Z!$^U$]'XY'XY!['Z!%T$'ZZ'Z!6.!f'$Z!WX
XU&!\%$Y]VW[]'$-

NU][%L!XUWZ!\UZZ^TUXZ!YUWZ!['Z!&UYZpV[^Z!X^V'ZZ%]$'!m![%!$^%[]Z%Y]UX!T'!XUY$'
'`'&\['L!\%ZZUXZ!&%]XY'X%XY!m![%!\$%Y]eW'-!

!"@"A/'.B.>CD.'C+102E6.

;%XZ!V'Y!'`'&\['!XUWZ!T]Z\UZUXZ!TgWX!$^Z'%W!,J(-,?I-D-D!T%XZ!['eW'[!XUWZ!%fUXZ
+!&%Vh]X'Zc!9X!Z'$f'W$!;=8.*;31!eW]!m!VU&&'!XU&!TghiY'!z!>;@E;@!{!'Y!Y$U]Z
V[]'XYZ!eW]!Z'!f'$$UXY!%YY$]lW'$!['W$!6.!ZW$!['!$^Z'%W!\%$!['!;=8.L!][Z!_UW$X]$UXY
['W$!XU&!TFhiY'![U$ZeWg][Z!\$'XT$UXY!WX'!6.!'Y!['!;=8.!_'$%!WX'!T'&%XT'!T'
&]Z'!m!oUW$!%W!;31-!
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q!ThV\T-VUX_
!!TTXZpW\T%Y'pZYd['!]XY'$]&} q1\^V]_]'!['!Yd\'!T'!&]Z'!m!oUW$!TW!;31!Q6[
'`]ZY'
!! q(!&UT'Z!T'!&]Z'!m!oUW$c!['!%TphUV!eW]!'ZY

q&%]XY'X%XY!T^V[%$^!UlZU[aY'!'Y![g]XY'$]&
eW'

qXUWZ!WY][]ZUXZ

]bXU$'!V[]'XYpW\T%Y'Z} q7X!l[UeW'![%!&]Z'!m!oUW$!TW!;31
T]$'VY'&'XY!\%$

q['Z!V[]'XYZ

[Ubp_%V][]Yd![UV%[E} qq7\Y]UXX'[

s'd!~$XTVps'd~ q7X!T^V[%$'!WX'!V[^!\UW$!['Z!Y$%XZ%VY]UXZ
'XY$'
� q;=8.!'Y!;31!\UW$!\[WZ!T'!Z^VW$]Y^
!!!%[bU$]Yh&!h&%Vp&T<}
!!!Z'V$'Y!~/V>HUl[%l[%l[%l[%~} q8'YY'!V[^!'ZY!b^X^$^'!%WYU&%Y]eW'&'XY!\%$
!!! qV'$Y%]X'Z!T]ZY$]lWY]UXZ![U$Z!T'
[g]XZY%[[%Y]UX-
�}

kUX'!TU&%]X-hU&'-!� q3UWZ!T^V[%$UXZ!]V]![%!kUX'!ZW$
[%eW'[['!['!;=8.

q\UW$$%!T'&%XT'$!WX'!&]Z'!m!oUW$
!!!\$]&%$d!,J(-,?I-D-,} qUX!Z\^V]_]'!['!;31!\$]&%]$'
!!!s'd!$XTVps'd} q'Y![%!V[^!m!WY][]Z^!\UW$!['Z!Y$%XZ%VY]UXZ
�

kUX'!D-,?I-,J(-]Xp%TT$-%$\%-!� qB%!kUX'!T'!$'f'$Z'
!!!\$]&%$d!,J(-,?I-D-,}
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!!!s'd!$XTVps'd}
�

q6V]!VU&&'XV'![%!VUX_]bW$%Y]UX!\$U\$'&'XY!T]Y'!TW!;=8.
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« Several megabytes of NT-security archives, random whitepapers,
RFCs, the CIFS spec, the Samba stuff, a few MS knowledge-base
articles, strings extracted from binaries, and packet dumps have
been dutifully waded through during the information-gathering
stages of this project, and there are *still* many missing
pieces... While often tedious, at least the way has been
generously littered with occurrences of clapping hand to forehead
and muttering "crikey, what are they thinking?" »

--Hobbit, CIFS: Common Insecurities Fail Scrutiny
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1W\\U$Y!TW!\$UYUVU['!TF]&\$'ZZ]UX!/.8-

• H%G-

1%&l%!\'WY!VU&\$'XT$'!'Y!TUXV!Y$%TW]$'!'X!VUXZ^eW'XV'!['Z!58B!936@!'Y!S]XTUjZ
3Y*(DDD*@\-

• S/0,=+1023/'<.'Y2/N2/<

S]Xl]XT!\'$&'Y!%W`!WY][]Z%Y'W$Z!TUXY!['Z![Ub]X!ZUXY!ZYUVs^Z!ZW$!WX!!Z'$f'W$!S]XTUjZ!T'
ZF%WYh'XY]_]'$!ZW$!WX!ZdZYa&'!9X]`-!8'V]!\'$&'Y!WX!WX]_U$&]Z%Y]UX!T'![F'Xf]$UXX'&'XY
T'![UbUX!eW]!'ZY!l]'X!\[WZ!_%V]['&'XY!%T&]X]ZY$%l['!eW'!T'W`!ZdZYa&'Z!eW'![FUX!TU]Y
$^bW[]a$'&'XY!ZdXVh$UX]Z'$-

• ]B0./-23/-'%S:*'A/2B'

B'Z!'`Y'XZ]UXZ!86#1!TF936@!\'$&'YY'XY!m!Z%&l%!T'!ZW\\U$Y'$!['!ZdZYa&'!TF%YY$]lWYZ!T'
_]Vh]'$Z!9X]`!'Y!%]XZ]!T'!Z'$f]$!T'!$'&\[%V'&'XY!m!WX!Z'$f'W$!3#1-!BF%f%XY%b'!^Y%XY!eW'
[F%WYh'XY]_]V%Y]UX!Z'!_%]Y!\%$!WY][]Z%Y'W$!'Y!XUX!\%Z!\%$!6\L!V'!eW]!b%$%XY]!WX'!&'][['W$'
Z^VW$]Y^--

4"^"_632'<.'/.68'<1/-'*1>N1'7"[X
B%!\$]XV]\%['!V%$%VY^$]ZY]eW'!T'!1%&l%!:-D!'ZY!['!ZW\\U$Y!T'![F%WYh'XY]_]V%Y]UX!G'$l'$UZ
<!'Y!B;5.L!V'!eW]!'ZY!$'eW]Z!\UW$!%b]$!'X!Y%XY!eW'!V[]'XY!T%XZ!WX!'Xf]$UXX'&'XY
5VY]f';]$'VYU$d-!7X!XUY'$%!^b%['&'XY!['!ZW\\U$Y!T'![F9X]VUT'!eW]!Z]&\[]_]'!T'!&%X]a$'
Z]bX]_]V%Y]f'![F]XY'$X%Y]UX%[]Z%Y]UX!T'Z![%XbW'Z-!
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1%&l%!m!V'!oUW$!c
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BUV%[!&%ZY'$!l$UjZ'$ K'Z
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.$]&%$d!S631!Z'$f'$ K'Z
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4"!["G.'`.6'<.'53>>1/<.-'-1>N1'a/3/'.B;16-028b
!"#$
1'$f'W$!T'!XU&!Z]&\['!eW]!oUW'!['!$i['!TFWX!Z'$f'W$!S631-!8'!�T'&UX!�!_UW$X]!'X!\[WZ
WX'![]ZY'!%VV'ZZ]l['!T%XZ![%!Z'VY]UX!z!NU]Z]X%b'!/^Z'%W!{!T'!S]XTUjZ-

%"#$!
>a$'!['Z!$'ZZUW$V'Z!\%$Y%b^'Z!'XY$'!['!Z'$f'W$!1%&l%!'Y!Z'Z!V[]'XYZ-!6[!U__$'!T'Z!Z'$f]V'Z
T'!\%$Y%b'!TF]&\$]&%XY'Z!'Y!T'!_]Vh]'$Z!m!T'Z!V[]'XYZ!1AH!ZW$!WX!UW!\[WZ]'W$Z!$^Z'%W`-!6[
'ZY!'X!\[WZ!$'Z\UXZ%l['!T'![F%WYh'XY]_]V%Y]UX!T'Z!WY][]Z%Y'W$Z-

&'!#'!$$

5\\%$W!m!\%$Y]$!T'!1%&l%!(-(L!V'!�T'&UXF!\'$&'Y!TF%WYhU$]Z'$!T'Z!WY][]Z%Y'W$Z!TUXY!['
VU&\Y'!'ZY!ZYUVs^!T%XZ!WX'!l%Z'!S]XTUjZ!34*(DDD-

B%!T]ZY$]lWY]UX!1%&l%!VUXY]'XY!WX!o'W!T'!\'Y]Y'Z!VU&&%XT'Z!9X]`!c

('!$%"#

9X!\$Ub$%&&'!eW]!$'Vh'$Vh'!T'Z!U$T]X%Y'W$Z!TW!$^Z'%W![UV%[!eW]!$^\UXT'XY!%W!\$UYUVU['
1AH-

!)*

9X!XUWf'%W!\$Ub$%&&'!T]ZY$]lW^!%f'V!1%&l%!:-D!eW]!\'WY!nY$'!WY][]Z^!\UW$!'__'VYW'$!T'
[F%T&]X]ZY$%Y]UX!m!T]ZY%XV'!ZW$!WX!Z'$f'W$-

!"#+,,-./

9X!\$Ub$%&&'!eW]!\'$&'Y!T'!Y$UWf'$![F6.!TFWX!U$T]X%Y'W$!TUXY!UX!VUXX%]Z!['!XU&
3'YH671-
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VUXY'XWZ!T%XZ!T'Z!l%Z'Z!T'!TUXX^'Z!15A-

%"#010+%

9X!\$Ub$%&&'!\'$&'YY%XY!T'!T^_]X]$!UW!ZV$WY'$!['Z!58BZ!ZW$!WX!ZdZYa&'!T'!_]Vh]'$
S]XTUjZ!34

%"#0+')!*

9X!V[]'XY!9X]`!_Y\p[]s'!eW]!\'WY!nY$'!WY][]Z^!\UW$!Z'!VUXX'VY'$!m!WX!\%$Y%b'!1AH!'Y
TF%b]$!T'ZZWZ-

%"#23,./)$'*

9X'!VU&&%XT'!\'$&'YY%XY!T'!&%\\'$!T'Z!b$UW\'Z!34!%f'V!T'Z!b$UW\'Z!936@!QT'\W]Z
1%&l%!:-DR

%"#",.!*4%"#.",.!*

8U&&%XT'Z!\'$&'YY%XY!T'!&UXY'$*T^&UXY'$!WX!\%$Y%b'!1AH!T]ZY%XY!ZW$!WX!ZdZYa&'!T'
_]Vh]'$![UV%[-

%"#/1%%&$

.$Ub$%&&'!\'$&'YY%XY!m![F%T&]X]ZY$%Y'W$!T'!Vh%Xb'$!['!&UY!T'!\%ZZ'!WY][]Z^!\%$!1%&l%-

%"#%5
9X!UWY][!eW]!_UXVY]UXX'!VU&&'!WX!Zh'[[!'Y!eW]!\'$&'Y![F%VV'Z!%!WX!ZdZYa&'!T'!_]Vh]'$
1AH!T]ZY%XY!b$rV'!%W`!VU&&%XT'Z!WZW'[['Z!WX]`-

%"#%/,,+
.'$&'Y!TF'XfUd'$!T'Z!Y$%f%W`!TF]&\$'ZZ]UX!m!WX'!]&\$]&%XY'!\%$Y%b^'-

*)%*/13"

8'!\$Ub$%&&'!fUWZ!\'$&'Y!T'!Y'ZY'$!fUY$'!_]Vh]'$!T'!VUX_]bW$%Y]UX!1%&l%-

&#'!(,
9Y][]Y%]$'!\'$&'YY%XY!TF]XY'$$Ub'$!['!�T'&UXF!j]Xl]XTT-

4"!!"#,>1++1=.

4"!!"!"]/'602D2-1/0'2/20'*O-'c

.UW$![%XV'$!15AH5!m!Vh%eW'!T^&%$$%b'!T'!B]XW`L!WX!ZV$]\Y!T'!T^&%$$%b'!%!^Y^!V$^^
T%XZ!*'YV*$V-T*]X]Y-T-!;'Z![]'XZ!f'$Z!V'!ZV$]\Y!UXY!^Y^!\[%V^Z!T%XZ!['Z!TUZZ]'$Z!*
'YV*$V-T*$V�-TL!%_]X!T'!T^&%$$'$!UW!TF%$$nY'$!15AH5!'X!_UXVY]UX!TW!$WX['f'[-

15AH5!9;'48F<'73>!_UXVY]UXX'$!T%XZ!['Z!~$WX['f'[Z~!DL!,L!(!'Y!?!Q'X!'__'Y!T%XZ!V'Z
~$WX['f'[Z~!['!$^Z'%W!Xg'ZY!\%Z!%VY]f^R-
15AH5!48F<!_UXVY]UXX'$!T%XZ!['Z!~$WX['f'[Z~!:L!+!'Y!<-

J&5CR5+.U,:&FFA,;#&;8*
;8*&&&&&&&&&&&&&0'+UU&&&2'+UU&&&M'+UU&&&N'+.&&&&<'+.

b'+.&&&&O'+UU

.UW$!&UT]_]'$![F^Y%Y!TW!Z'$f]V'!QT^&%$$^!UW!%$$nY^R!T%XZ!['Z!T]__^$'XY!$WX['f'[Z!c

J&5CR5+.U,:&FFA$>$A&N<b&;8*&+.
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NUWZ!\UWf'k!%WZZ]!'__%V'$!'Y!V$^'$!['Z![]'XZ!&%XW'[['&'XY!c

J&54&D$#5D%5N14
J&A.&F;&11D,.,#14D;8*&=[2;8*&

4"!!"4"]/'602D2-1/0'2/.0<

2T]Y'k!!['!_]Vh]'$!*'YV*Z'$f]V'!'Y!f^$]_]'k!eWg][!VUXY]'XY!['Z![]bX'Z!c!

netbios-ns 137/tcp # NETBIOS Name Service 
netbios-ns 137/udp 
netbios-dgm 138/tcp #  NETBIOS  Datagram
Service 
netbios-dgm 138/udp 
netbios-ssn 139/tcp #  NETBIOS  session
service 
netbios-ssn 139/udp

%]XZ]!eW'!['!_]Vh]'$!*'YV*]X'YT-VUX_!eW]!TU]Y!VUXY'X]$!c!

netbios-ssn stream tcp nowait root /usr/sbin/smbd
smbd&
netbios-ns  dgram  udp wait   root /usr/sbin/nmbd
nmbd

\W]Z!fUWZ!$'T^&%$$'k!['!ZW\'$!T^&UX!]X'YT!\%$!c!

/etc/rc.d/init.d/inet restart

5f'V!V'YY'!&^YhUT'L!['Z!T%'&UXZ!Z&lT!'Y!X&lT!X'!ZUXY!\%Z![%XV^Z!%W!T^&%$$%b'!T'
[]XW`L!VF'ZY!['!ZW\'$!Z'$f'W$!]X'YT!eW]!Z'!Vh%$b'!T'!['Z![%XV'$![U$ZeWFWX!V[]'XY!Z'
VUXX'VY'!%W`!\U$YZ!VU$$'Z\UXT%XYZ-

3FWY][]Z'k!]X'YT!WX]eW'&'XY!\UW$!T'Z!Z'$f'W$Z!%d%XY!WX'!#56HB2!8=5/>2-

4"!!"7"]/'602D2-1/0'B2/.0<'d

`]X'YT!'ZY!['!ZWVV'ZZ'W$!T'!]X'YT-

8$^'k!T'W`!_]Vh]'$Z!%\\'[^Z!netbios-ssn!'Y!netbios-ns!T%XZ!['!$^\'$YU]$'!/
etc/xinetd.d-!8]pT'ZZUWZ!WX!'`'&\['!T'!VUX_]bW$%Y]UXL!m!%T%\Y'$!m!fUY$'!V%Z!c

J&5)#&D$#5D/,.$#414D.$#*,+;F;;.
;$%>,5$&.$#*,+;F;;.
{
&&&;+5R$#l#69$&p&;#%$)8
&&&9%+#+5+A&p&#59
&&&E),#&p&.+
&&&";$%&p&%++#
&&&;$%>$%&p&D";%D;*,.D;8*4
&&&4,;)*A$&p&.+
|
J&5)#&D$#5D/,.$#414D.$#*,+;F.;
;$%>,5$&.$#*,+;F.;
{
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&&&9%+#+5+A&p&"49
&&&E),#&p&.+
&&&";$%&p&%++#
&&&;$%>$%&p&D";%D;*,.D.8*4
&&&4,;)*A$&p&.+
|

.W]Z!\UW$!\$'XT$'!'X!VU&\Y'!['Z!&UT]_]V%Y]UXZL!$'[%XV'k!`]X'YT!c

J&D$#5D%514D,.,#14D/,.$#4&%$;#)%#&

An&'Z!$'&%$eW'Z!eWF%f'V!]X'YT�

5f'V!V'YY'!&^YhUT'L!['Z!T%'&UXZ!Z&lT!'Y!X&lT!X'!ZUXY!\%Z![%XV^Z!%W!T^&%$$%b'!T'
[]XW`L!VF'ZY!['!ZW\'$!Z'$f'W$!`]X'YT!eW]!Z'!Vh%$b'!T'!['Z![%XV'$![U$ZeWFWX!V[]'XY!Z'
VUXX'VY'!%W`!\U$YZ!VU$$'Z\UXT%XYZ-

3FWY][]Z'k!`]X'YT!WX]eW'&'XY!\UW$!T'Z!Z'$f'W$Z!%d%XY!WX'!#56HB2!8=5/>2-

4"!4"e.-023/'<.-'602D2-10.6+-

7X!Z'![]&]Y'$%!]V]!m!WX'!b'ZY]UX!l%Z]eW'!T'Z!WY][]Z%Y'W$Z-

1%&l%!ba$'!Z%!\$U\$'![]ZY'!TFWY][]Z%Y'W$Z!Q!�|![]ZY'!T'Z!WY][]Z%Y'W$Z!9X]`R-!6[!_%WY!TUXV
%oUWY'$!Vh%eW'!WY][]Z%Y'W$!9X]`![%![]ZY'!TFWY][]Z%Y'W$Z!1%&l%-

.UW$!Z]&\[]_]'$L!m!Vh%eW'!WY][]Z%Y'W$!1%&l%!f%!VU$$'Z\UXT$'!WX!WY][]Z%Y'W$!9X]`-

6[!_%WY!&%]XY'X%XY!%VY]f'$!['Z!VU&\Y'Z!eW'![FUX!ZUWh%]Y'!WY][]Z'$!'X!['W$!%YY$]lW%XY!WX!&UY
T'!\%ZZ'!c

J&;8*9);;E4&3)&86l";$%
7$E&=\T&9);;E+%4'
P$#69$&.$E&=\T&9);;E+%4'
!44$4&";$%&86l";$%1

4"!7"G.'825;2.+'->N"53/8

B'!_]Vh]'$!Z&l-VUX_!\'$&'Y!T'!T^_]X]$![%!VUX_]bW$%Y]UX!T'!1%&l%-!6[!'ZY!f^$]_]^!YUWY'Z!['Z
?D!Z'VUXT'Z!'Y!['Z!&UT]_]V%Y]UXZ!ZUXY!%WYU&%Y]eW'&'XY!%\\[]eW^'Z-
6[!'ZY!VUXZY]YW^!T'!Z'VY]UXZ!'Y!T'!\%$%&aY$'Z-!8h%eW'!Z'VY]UX!\UWf%XY!VUXY'X]$!\[WZ]'W$Z
\%$%&aY$'Z-

2`'&\['!c

^.+8l4$l;$5#,+.`
&&&&&&&&.+8l4$l9)%)8$#%$&p&>)A$"%l4$l9)%)8$#%$
&&&&&&&&%$)4&+.A6&p&7+
&&&&&&&&*%+E;$)*A$&p&7+

8h%eW'!Z'VY]UX!T^_]X]Y!WX!\%$Y%b'!T'!_]Vh]'$!UW!TF]&\$]&%XY'L!V'\'XT%XYL!][!'`]ZY'!:
Z'VY]UXZ!Z\^V]%['Z!c

• �b[Ul%[F!c!]XT]eW'!['Z!\%$%&aY$'Z!TW!Z'$f'W$!%\\[]V%l['Z!m!YUWY'Z!['Z!%WY$'Z
Z'VY]UXZ
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• �\$]XY'$ZF!c!\'$&'Y!T'!\%$Y%b'$!YUWY'Z!['Z!]&\$]&%XY'Z!'X!WX'!Z'W['!Z'VY]UX

4"!7"!"G1'-.5023/'f=D3N1DK

NU]V]!['Z!\$]XV]\%W`!\%$%&aY$'Z!WY][]Z^Z!\%$![%!Z'VY]UX!�b[Ul%[F!c
• X'Yl]UZ!X%&'!|!XU&!X'Yl]UZ!TW!Z'$f'W$
• Z'$f'$!ZY$]Xb!|!XU&!TW!Z'$f'W$!%__]Vh^
• ]XY'$_%V'Z!|!]XY'$_%V'Z!ZW$!['ZeW'[['Z!['!Z'$f'W$!^VUWY'
• 'XV$d\Y!\%ZZjU$TZ!|!Ul[]b%YU]$'&'XY!K'Z
• [Ub!_]['!|!'&\[%V'&'XY!TW!_]Vh]'$!T'![Ub
• \$]XY]Xb!|!Yd\'!T'!Z'$f'W$!TF]&\$'ZZ]UXL!b^X^$%['&'XY![\$Xb!UW!VW\Z
• bW'ZY!%VVUWXY!|!XU&!TFWY][]Z%Y'W$!WX]`!VU$$'Z\UXT%XY!%W!VU&\Y'!]Xf]Y^

2`'&\['!c

^:A+*)A`

&&&&&&&&.$#*,+;&.)8$&p&R,E,
&&&&&&&&E+%R:%+"9&p&(!TgF-7mx
&&&&&&&&;$%>$%&;#%,.:&p&j$E+8F;)8*)F;$%>$%
&&&&&&&&A+:&U,A$&p&D>)%DA+:D;)8*)Df81A+:
&&&&&&&&A+5R&4,%$5#+%6&p&D>)%DA+5RD;)8*)
&&&&&&&&:"$;#&)55+".#&p&.+*+46
&&&&&&&&9%,.#,.:&p&A9%.:
&&&&&&&&$.5%69#&9);;E+%4;&p&6$;
&&&&&&&&;8*&9);;E4&U,A$&p&D$#5D;)8*)D;8*9);;E4

4"!7"4"G.'C1+01=.'<.'825;2.+

6[!_%WY!V$^'$!WX'!Z'VY]UX!\%$!$^\'$YU]$'!\%$Y%b^!Q'`V'\Y^!\UW$!['Z!hU&'ZR-

B'Z!\$]XV]\%W`!\%$%&aY$'Z!ZUXY!c
p \%Yh!|!Vh'&]X!f'$Z!['!$^\'$YU]$'!\%$Y%b^!Q\'WY!nY$'!]bXU$^!\UW$!['Z!hU&'ZR
p $'%T!UX[d!|!['VYW$'!Z'W['L!d'Z!UW!XU
p VU&&'XY!|!T'ZV$]\Y]UX!TW!\%Y%b'
p l$UjZ'%l['!|!%\\%$%]Yp][!T%XZ![F'`\[U$%Y'W$!$^Z'%W!L!d'Z!UW!XU
p bW'ZY!Us!|!%WYU$]Z'$!WX!WY][]Z%Y'W$!XUX!%WYh'XY]_]^!m!Z'!VUXX'VY'$!UW!\%Z

2`'&\['!c

^#89`
&&&&&&&&5+88$.#&p&S+;;,$%&9+"%&U,5C,$%;&#$89+%),%$;
&&&&&&&&9)#C&p&D#89
&&&&&&&&%$)4&+.A6&p&.+
&&&&&&&&9"*A,5&p&6$;
&&&&&&&&:"$;#&+R&p&6$;

4"!7"7"G.'C1+01=.'<K2>C+2>1/0.
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C##9'DDEEE1A)*+F".,/1+%:
8'!TUVW&'XY!'ZY![%!\$U\$]^Y^!T'!1W\]X_U!'Y!'ZY!ZUW&]Z!%W`!$ab['Z!T'!T$U]YZ!TF%WY'W$Z



=$%>,5$;&%?;$)"/&$#&;?5"%,#? :E!*!+,

2`'&\['!c

^9%,.#$%;`
&&&&&&&&5+88$.#&p&!AA&Q%,.#$%;
&&&&&&&&9)#C&p&D>)%D;9++AD;)8*)
&&&&&&&&9%,.#)*A$&p&_$;
&&&&&&&&*%+E;$)*A$&p&7+

\UW$!\[WZ!TF]X_U!c!hYY\c**jjj-Z%&l%-U$b*Z%&l%*_Y\*TUVZ*hY&[TUVZ*

4"!9"S/-01DD1023/'<.'*YHF

15AH5!'ZY![]f$^!%f'V!WX!UWY][!T'!VUX_]bW$%Y]UX!%ZZ'k!\W]ZZ%XY!c!1S54-!1UX!$i['!'ZY
[g^T]Y]UX!TW!_]Vh]'$!T'!VUX_]bW$%Y]UX!T'!15AH5!c!/etc/smb.conf!'Y!['!VUXY$i['!T'
15AH5-!6[!_UXVY]UXX'!f]%!WX!l$UjZ'$!T'!\%b'!S2H!Q\%$!'`'&\['!&Uk][[%R-!

J&)9#F5)5C$&;$)%5C&;E)#
;)8*)F;E)#&F&@C$&=)8*)&=\T&;$%>$%&5+.U,:"%)#,+.&9%+:%)81
^%++#}A+5)AC+;#&/,.$#414`J&)9#F:$#&,.;#)AA&;)8*)F;E)#
P$)4,.:&Q)5R):$&(,;#;111&S+.$
T",A4,.:&S$9$.4$.56&@%$$111&S+.$
@C$&U+AA+E,.:&7VW&9)5R):$;&E,AA&*$&,.;#)AA$4'
&&;)8*)F;E)#
0&9)5R):$;&"9:%)4$4X&2&.$EA6&,.;#)AA$4X&0&%$8+>$4&).4&YZ

.+#&"9:%)4$41
7$$4&#+&:$#&M0O2RT&+U&)%5C,>$;1
!U#$%&".9)5R,.:&<Y[2RT&+U&)44,#,+.)A&4,;R&;9)5$&E,AA&*$

";$41
a$#'2 & C##9'DD)6+1U%$;C%98;1.$# & %$4C)#DY1ND,NZOD"94)#$;

;)8*)F;E)#&M1M1YFN1Y1N&^M0O2RT`
c$#5C$4&M0O2RT&,.&22;&d2YYRTD;e
V/$5"#,.:&PQ\&dF->Ce111
Q%$9)%,.:111

JJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJ&^200f`
& & &2';)8*)F;E)#

JJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJJ&^200f`

4"!9"!"A02D2-1023/'<.'*YHF'1W.5'2/.0<

AUT]_]'k!['!_]Vh]'$!/etc/inetd.conf!T'!_%tUX!eW'!V'[W]pV]!VUXY]'XX'![%![]bX'!c

swat      stream  tcp     nowait.400      root  /usr/sbin/swat
swat

6[!'ZY!oWT]V]'W`!T'!&UT]_]'$!V'YY'![]bX'!\UW$!WY][]Z'$!tcpd!T'!_%tUX!m!Xg%WYU$]Z'$!['Z!%VVaZ
%W!Z'$f'W$!15AH5!eW'!T'\W]Z!V'$Y%]XZ!'XT$U]YZ!Q'X!&UT]_]%XY!['Z!_]Vh]'$Z!/
etc/hosts.allow!'Y!/etc/hosts.denyRL!fUWZ!\UWf'k!\%$!'`'&\['!$'&\[%V'$![%
[]bX'!\$^V^T'XY'!\%$!c!

swat stream tcp nowait.400 root /usr/sbin/tcpd /
usr/sbin/swat

AUT]_]'$!%WZZ]!/etc/services!T'!_%tUX!eW'!V'[W]pV]!VUXY]'XX'![%![]bX'!c!

swat    901/tcp

A%]XY'X%XY!eW'!1S54!'ZY!VU$$'VY'&'XY!VUX_]bW$^L!][!_%WY!$'T^&%$$'$!['!ZW\'$!T%'&UX
inetd!\UW$!$'V'XZ'$!Z'Z!Z'$f]V'Z!c

C##9'DDEEE1A)*+F".,/1+%:
8'!TUVW&'XY!'ZY![%!\$U\$]^Y^!T'!1W\]X_U!'Y!'ZY!ZUW&]Z!%W`!$ab['Z!T'!T$U]YZ!TF%WY'W$Z



=$%>,5$;&%?;$)"/&$#&;?5"%,#? :I!*!+,

J&D$#5D%514D,.,#14D,.$#4&%$;#)%#

4"!9"4"A02D2-1023/'<.'*YHF'1W.5'B2/.0<

AUT]_]'$!/etc/xinetd.d/swat!\UW$!%VY]f'$!['!Z'$f]V'-!
(!^Y%\'Z!m!ZW]f$'!c

AUT]_]V%Y]UX!T'!/etc/xinetd.d/swat!c!

J&5)#&D$#5D/,.$#414D;E)#
;$%>,5$&;E)#
{
&&&9+%#&p&[02
&&&;+5R$#l#69$&p&;#%$)8
&&&E),#&p&.+
&&&+.A6lU%+8&p&2MY101012
&&&";$%&p&%++#
&&&;$%>$%&p&D";%D;*,.D;E)#
&&&A+:l+.lU),A"%$&op&-=VPmS
&&&4,;)*A$&p&.+
|

/'T^&%$$'$!xinetd!c!

J&D$#5D%514D,.,#14D/,.$#4&%$;#)%#

4"!9"7"e,/,+.+'.0'>3<282.+'->N"53/8'1W.5'*YHF

.UW$!WY][]Z'$!1S54L![%XV'k!WX!X%f]b%Y'W$!'Y!T%XZ![%!kUX'!%T$'ZZ'!Y%\'k!c
hYY\c**$UUYw[UV%[hUZYcJD,

BU$ZeWF][!fUWZ!['!Z'$%!T'&%XT^L!]T'XY]_]'k!fUWZ!'X!Y%XY!eW'!$UUY-!1S54!'ZY!&%]XY'X%XY
[%XV^-!8'!eW'!fUWZ!fUd'k!'ZY![%!\%b'!Tg%VVW'][!T'!1S54L!'[['!Zg%\\'[['!=U&'!Q][!ZF%b]Y
'X!_%]Y!T'!$'XfU]Z!f'$Z!['Z!&%X\%b'Z!$'[%Y]f'Z!m!15AH5R-!

BFWY][]Z%Y]UX!T'!1S54!^Y%XY!]XYW]Y]f'L!'[['!X'!Z'$%!\%Z!T^Y%][[^'!]V]�

4"!@"*1>N1'./'01/0'E6.'&#%

4"!@"!"I3<28251023/'<1/-'->N"53/8

.$'&]a$'&'XY!fU]V]!['Z!&UT]_]V%Y]UXZ!eW'!fUWZ!T'f'k!'__'VYW'$!!T%XZ![%!Z'VY]UX!b[Ul%[
TW!_]Vh]'$!Z&l-VUX_-

^:A+*)A`

&&&&~($&.+8&4"&;$%>$"%
&&&&.$#*,+;&.)8$&p&#+A#$5
&&&&~($&.+8&4"&:%+"9$&4$&#%)>),A
&&&&E+%R:%+"9&p&\V@P!7
&&&&$.5%69#&9);;E+%4;&p&6$;
&&&&&&&&

&&&&4+8),.&8);#$%&p&6$;
&&&&A+5)A&8);#$%&p&6$;
&&&&9%$U$%%$4&8);#$%&p&6$;
&&&&+;&A$>$A&p&Ob

C##9'DDEEE1A)*+F".,/1+%:
8'!TUVW&'XY!'ZY![%!\$U\$]^Y^!T'!1W\]X_U!'Y!'ZY!ZUW&]Z!%W`!$ab['Z!T'!T$U]YZ!TF%WY'W$Z



=$%>,5$;&%?;$)"/&$#&;?5"%,#? :J!*!+,

&&&&;$5"%,#6&p&";$%
&&&&4+8),.&A+:+.;&p&6$;
&&&&
& & & &~S,# & � & =)8*) & +� & ,A & 4+,# & 9A)5$% & A$; & 9%+U,A$;

,#,.?%).#;&4$&&&&&&&&&&&&&&&&&
&&&&~W,.4+E;&7@DM000DxQ
&&&&A+:+.&9)#C&p&qqf(q9%+U,A$;qf"qf8
&&&&A+:+.&;5%,9#&p&A+:+.1*)#

&&&&A+:+.&4%,>$&p&v'

& & & &~&Q$%8$#&4$&;9?5,U,$%&A)&A+5)#,+.&4$;&9%+U,A$;
,#,.?%).#;&4$
&&&&~&W,.4+E;&[bD[ZD\$&
&&&&A+:+.&C+8$&p&qqf(qf"q1E,.l9%+U,A$qf8
&&&&
&&&&#,8$&;$%>$%&p&6$;

&&&&~&,.;#$)4&+U&j)6X&";$&#C$&.)8$;&+U&)AA&";$%;&,.&#C$
W,.4+E;&7@DM000DxQ
&&&&~&!48,.,;#%)#+%;&:%+"9&EC+&A+:&+.&#+&#C$&4+8),.
&&&&4+8),.&)48,.&:%+"9&p&%++#&j)6

& & & &~&n$&;5%,9#&U+.5#,+..$&;+"%&P$4v)#&8),;&9$"#&8)A
#+"%.$%&;+";&
&&&&~4I)"#%$;&g=1
&&&&)44&";$%&;5%,9#&p&D";%D;*,.D";$%)44&F4&D4$>D."AA&F:

200&F;&D*,.DU)A;$&F\&f"

NU]V]!['Z!XUWf'%W`!\%$Y%b'Z!m!\[%V'$!%\$aZ![%!Z'VY]UX!b[Ul%[!c

^.$#A+:+.`
&&&&9)#C&p&D";%DA+5)AD;)8*)DA,*D.$#A+:+.
&&&&E%,#)*A$&p&.+
&&&&*%+E;)*A$&p&.+

^9%+U,A$;`&
& && &~&6+"&8,:C#&E,;C&#+&";$&)&4,UU$%$.#&4,%$5#+%6&U+%

6+"%
&&&&~&W,.4+E;&7@DM000DxQ&%+)8,.:&9%+U,A$;
&&&&9)#C&p&DC+8$D;)8*)F.#9%+U
&&&&*%+E;)*A$&p&.+
&&&&E%,#)*A$&p&6$;
&&&&5%$)#$&8);R&p&0O00
&&&&4,%$5#+%6&8);R&p&0Y00

^C+8$;`
&&&&%$)4&+.A6&p&.+
&&&&*%+E;)*A$&p&.+
&&&&:"$;#&+R&p&.+
&&&&8)9&)%5C,>$&p&6$;

B'!\%$Y%b'![profiles]!'ZY!X^V'ZZ%]$'!m![FWY][]Z%Y]UX!T'!\$U_]['Z!]Y]X^$%XYZ!T'!S]XTUjZ
34*(DDD*@.-!B'!Vh'&]X!\U]XY'!ZW$!WX!$^\'$YU]$'!TW!Z'$f'W$!1%&l%!Uu!Z'$UXY!ZYUVs^Z!['Z
\$U_]['ZL!['!V[]'XY!TU]Y!TUXV!nY$'!V%\%l['!T'![]$'!'Y!TF^V$]$'!T'Z!TUXX^'Z-!B'Z!T]$'VY]f'Z
create mask!'Y!directory mask!\'$&'YY'XY!T'!ZF%ZZW$'$!eW'!Z'W[Z!['Z!WY][]Z%Y'W$Z
%WYU$]Z^Z!\W]ZZ'![]$'!'Y!^V$]$'!T%XZ!V'!$^\'$YU]$'!'Y!\'$ZUXX'!TF%WY$'-
B'!\%$Y%b'![homes]![W]!'ZY!X^V'ZZ%]$'!m!XUZ!T^_]X]Y]UXZ!T'![UbUX!T$]f'!'Y![UbUX!hU&'-

NUWZ!\UWf'k!TaZ!m!\$^Z'XY![%XV'$!Y'ZY\%$&!\UW$!f^$]_]'$![F'`%VY]YWT'!T'![%!ZdXY%`'!T'
fUY$'!_]Vh]'$!Z&l-VUX_-

C##9'DDEEE1A)*+F".,/1+%:
8'!TUVW&'XY!'ZY![%!\$U\$]^Y^!T'!1W\]X_U!'Y!'ZY!ZUW&]Z!%W`!$ab['Z!T'!T$U]YZ!TF%WY'W$Z



=$%>,5$;&%?;$)"/&$#&;?5"%,#? +D!*!+,

4"!@"4"%+,1023/'<.-'+,C.+032+.-'-6+'D.'-.+W.6+'-1>N1

B'Z!\%$Y%b'Z![netlogon]!'Y![profiles]!T^_]X]Z!T%XZ!XUY$'!Z&l-VUX_!$^_^$'XV'XY!T'Z
$^\'$YU]$'Z!ZW$!['!Z'$f'W$!1%&l%L!][!'ZY!TUXV!X^V'ZZ%]$'!T'!V$^'$!V'Z!T'$X]'$Z!%f'V!['Z
lUXX'Z!\'$&]ZZ]UXZ!l]'X!Z�$!�

J&mkdir /usr/local/samba/lib/netlogon
J&chmod 775 /usr/local/samba/lib/netlogon
J&mkdir /home/samba-ntprof
J&chmod 777 /home/samba-ntprof

B'Z!XU&Z!T'Z!$^\'$YU]$'Z!ZUXY!YUY%['&'XY!%$l]Y$%]$'Z!'Y!VhU]Z]Z!m!Y]Y$'!TF'`'&\['-!

4"!@"7"L.<,>1++.+'D.'-.+W.6+'*1>N1

6[!X'!$'ZY'!\[WZ!eWFm!$'T^&%$$'$!['!Z'$f'W$!1%&l%!'Y!YUWZ!['Z!Vh%Xb'&'XYZ!Z'$UXY!\$]Z!'X
VU&\Y'-!.UW$!V'[%!fUWZ!\UWf'k!YUWY!Z]&\['&'XY!Z%]Z]$!c

J&/etc/rc.d/init.d/smb restart

B'!Z'$f'W$!T'f$%]Y!nY$'!&%]XY'X%XY!U\^$%Y]UX'[!'Y!\$nY!m!%VV'\Y'$!T'Z!$'eWnY'Z!T'
VUXX'`]UX!\$Uf'X%XY!TW!TU&%]X'-

4"!@"9"H`360.+'<.-'53>C0.-'C36+'D.-'3+<2/10.6+-'

5_]X!TF]XY'$%b]$!T%XZ!WX!TU&%]X'!TUXX^L!WX!ZdZYa&'!S]XTUjZ!34*(DDD*@\!TU]Y!nY$'
&'&l$'!T'!V'!TU&%]X'-!BF%\%$Y'X%XV'!TFWX'!&%Vh]X'!m!WX!TU&%]X'!ZF]&\[^&'XY'!'X
WY][]Z%XY!T'Z!z!VU&\Y'Z!&%Vh]X'!{-!8'W`pV]!ZUXYL!VU&&'!XUWZ!['!f'$$UXZL!%ZZ'k
Z'&l[%l['Z!m!T'Z!VU&\Y'Z!WY][]Z%Y'W$Z!'Y!\'$&'YY'XY!%W!VUXY$i['W$!T'!TU&%]X'!T'
$'VUXX%vY$'!['Z!&%Vh]X'Z!\UWf%XY!ZF%WYh'XY]_]'$!ZW$!['!TU&%]X'-!1]!['!.;8!'ZY!WX
S]XTUjZ(DDD*@\L!V'Z!VU&\Y'Z!&%Vh]X'!ZUXY!ZYUVs^Z!T%XZ![%!l%Z'!T'!TUXX^'!15A-

4"!R"&D6-'<.'C+,52-23/-'-6+'E6.DE6.-'53>>1/<.-
602D.-

4"!R"!"->N5D2./0

B'!\$Ub$%&&'!smbclient!\'$&'Y!Tg^Y%l[]$!T'Z!VUXX'VY]UXZ!%f'V!WX!Z'$f'W$!15AH5-
.UW$!Z%fU]$!eW'[['Z!ZUXY!['Z!$'ZZUW$V'Z!T]Z\UX]l['!ZW$!WX!Z'$f'W$!_%]Y'Z!c!
Z&lV[]'XY!pB!Z'$f'W$pZ%&l%
2X!V'!eW]!VUXV'$X'!['!&UY!T'!\%ZZ'!eW]!f%!fUWZ!nY$'!T'&%XT^L!fUWZ!\UWf'k!&'YY$'
Xg]&\U$Y'!eWU]!c!][!X'!Z'$%!\%Z!f^$]_]^!�!8'YY'!VUXX'VY]UX!Z'&l['!%fU]$![]'W!'X!Y%XY
eWg]Xf]Y^-!
.UW$!fUWZ!VUXX'VY'$!m![%!$'ZZUW$V'!ressource-samba!TW!Z'$f'W$!serveur-samba
Y%\'k!c!
Z&lV[]'XY!����Z'$f'W$pZ%&l%��$'ZUW$V'pZ%&l%!p9!WY][]Z%Y'W$
UW!
Z&lV[]'XY!~��Z'$f'W$pZ%&l%�$'ZUW$V'pZ%&l%~!p9!WY][]Z%Y'W$
3'!\$^V]Z'k!\%Z!TgWY][]Z%Y'W$!Z]!fUWZ![%XV'k!V'YY'!VU&&%XT'!%f'V!['Z!T$U]YZ!X^V'ZZ%]$'Z-
5\$aZ!fUWZ!nY$'!VUXX'VY^!m!V'YY'!$'ZZUW$V'L!fUWZ!\UWf'k!'XfUd'$!T'Z!_]Vh]'$!\%$!putL!'X
$^VW\^$'$!\%$!get-!1]![%!$'ZZUW$V'!'ZY!WX'!]&\$]&%XY'L!fUWZ!\UWf'k!]&\$]&'$!'X
WY][]Z%XY!print-!

C##9'DDEEE1A)*+F".,/1+%:
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=$%>,5$;&%?;$)"/&$#&;?5"%,#? +,!*!+,

4"!R"4"0.-0C1+>

B'!\$Ub$%&&'!Y'ZY\%$&!Z'$Y!m!f^$]_]'$![%!f%[]T]Y^!T'Z!'XY$^'Z!TW!_]Vh]'$!*'YV*Z&l-VUX_-
BU$ZeW'!fUWZ!^T]Y'k!m![%!&%]X!V'!_]Vh]'$L!Xgh^Z]Y'k!\%Z!m![gWY][]Z'$!c!][!fUWZ!T]$%!['Z!'$$'W$Z
eW'!fUWZ!%f'k!\'WYpnY$'!VU&&]Z'Z!'X![g^T]Y%XY-!B%!ZdXY%`'!Tg%\\'[['!'ZY!Z]&\['!c!
Y'ZY\%$&
1g][!fUWZ!T]Y!eW'!YUWY!'ZY!7sL!fUWZ!\UWf'k!$'[%XV'$!15AH5!\UW$!\$'XT$'!fUZ
&UT]_]V%Y]UXZ!'X!VU&\Y'-!
8'!\$Ub$%&&'!Z'$Y!%WZZ]!m!f^$]_]'$!['Z!T'W`!'XY$^'Z!hUZYZ!%[[Uj!'Y!hUZYZ!T'XdL!Z]!fUWZ
fUW['k!Z%fU]$!Z]![%!VUXX'VY]UX!m!WX'!$'ZZUW$V'!\%$Y]VW[]a$'!Z'$%!%VV'\Y^!UW!\%Z!\%$
15AH5!T'\W]Z![%!&%Vh]X'!&%Vh]X'!][!ZW__]Y!T'!Y%\'$!c!
Y'ZY\%$&!*'YV*Z%&l%*Z&l-VUX_!&%Vh]X'
2Y!fUWZ!Z%W$'k!YUWY-!

4"!U"_6.DE6.-'1<+.--.-'602D.-'d

P'!fUWZ!['Z![]f$'!'X!f$%V!c!
NUWZ!\UWf'k!YUWoUW$Z!fUWZ!\$UVW$'$![%!T'$X]a$'!f'$Z]UX!T'!15AH5!ZW$!['!Z]Y'
\$]XV]\%[!c!hYY\c**jjj-Z%&l%-U$b-!

6[!'`]ZY'!\[WZ]'W$Z!WY][]Y%]$'Z!\UW$!VUX_]bW$'$!15AH5-!.UW$!['Z!&UYZ!T'!\%ZZ'Z!%[['k!fU]$
TW!ViY^!T'!bZ&l-!.UW$!VUX_]bW$'$!['Z!$'ZZUW$V'Z!\%$Y%b^'Z!\%$!15AH5L!%[['k!fU]$
G1%&l%-!
2X!$'&\[%V'&'XY!T'!1S54L!fUWZ!\UWf'k!WY][]Z'$![]XW`VUX_-!QZ]![]XW`VUX_!'ZY!]XZY%[[^!ZW$
fUY$'!&%Vh]X'!'Y!Z]!fUWZ!%f'k!%WYU$]Z^![g%VVaZ!m![]XW`VUX_!'X!$^Z'%WL!V[]eW'k![mR!
B'![]f$'!9Z]Xb!15AH5-!8g'ZY!WX![]f$'!'X!7\'X!8UXY'XY!QVU&&'!t%!UX!\'WY!nY$'
VUXY'XYR�!Q)8<;!c!['![]f$'!'ZY!]XV[W!T%XZ!15AH5!m!\%$Y]$!T'![%!f'$Z]UX!(-D-ER!
B'!Z]Y'!\'$ZUXX'[!T'!>-!H[%XVh'Y!eW]!'`\[]eW'!VU&&'XY!VUX_]bW$'$!TgWX!%WY$'!\U]XY!T'
fW'!WX!Z'$f'W$!15AH5-!
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