Wifi Gateway using Embedded
AccessPoint

Responsable : Dr. Stephan Robert

The purpose of this project is to implement a light embedded wibox into an AccessPoint device. The Wibox is a gateway
between Wifi sensor and the server where the data will be display for final user. The Wibox was fully implemented in
Java and run on Linux or Windows machine. Since the AccessPoint does not have much resources, all Wibox function

won't be implemented.
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System Information

Java version: 20.6-501

Operating System: Windows 7 (x86) V. 6.1

Current time: Wed Jul 24 10:23:54 PDT 2013

Running since: Wed Jul 24 10:21:13 PDT 2013 (2 min &1s)

Last data upload to portal: NA

List of hosts which last connected to this gateway: Host: 127.0.0.1 on Wed Jul 24 10:21:21 PDT 2013

Database path: ./

System Statistics

SNMP reconfiguration success rate: NaN%
Memory usage: 7.3MB, total: 30.4MB, Max: 62.4M8
SNIP Pool usage: 0.0%

Large data packet receive rate: 0.0 packets/sec”
Data packet in queue: 0 packets”

Data packet process rate: 0.0 packets/sec*

Data export to PortaVAPI rate: 0.0 packets/sec”

“Over the last § seconds
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¥ Refresh every 10s

System Status

V' Internal database connectivity
K stuup istener

v Data istener (port: 163)

& Eiemware Update istener (port 8355)

Number of stored packets: 0

System Configuration

v/ Using XULHTTP data export
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Overview

)

Wireless devices

- 7 -
%&$ ! 1"

Reconfigure sensor(s): 1

This page lets you reconfigure sensors characteristics. Please leave the fields empty when you don't want to modify them.

Current time: Sat Jun 01 12:35:19 CEST 2013

MAC Address:

New Sensor ID:

Sampling period: (2)

Configuration period: (2)

(In sec, or eample 2,

Heartbeat period: (2)

Sampling sending rate: (2)

(ex 00:15:00:1299°66)

(I 5ec, >4 525) (mumder of sampiing betore sendng)
LinkUp period: (2) Store & Forward: (2) Don’t change l]
(I sec)
Product: Don't change L]
S
d
3
Configure » WiBox Parameters

WiFi Parameters & Security

%

TCP/IP Parameters

Other Parameters

-

&

Calibration

Troubleshoot

Ultra Low Power Alarm Settings

(*) Changing any of these settings might affect your connectivity with the WiBox/Desktop Software. Depending on your change, you will need to update your Access Poil

Help
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Overview

o)

Wireless devices

Tasks

Communications

Stored Data

P

J
Configure

=

Logs

Troubleshoot

€3

Help

7 9 ! 8 $9% & :$

Communications

A list of the most recent packets exchanged between the WiBox and the Wifi Sensors.

Current time: Sat Jun 01 14:15:25 CEST 2013

Show only sensor: | 1 _v| . Show data packets: | no

Time I?)e NSO pirection Message  Status Description
6/1/2013 WiBox

13:44:19 1 =2 SNMP Set V set ACK to 1107 (new), End config for sensor (sent by WiBox to terminate the GET/SET window)
cesT Sensor
8/1/2013 P —

13:44:19 1 Woex T ConfigUpdate o (sent by the sensor to initiate a SET/GET from the WiBox)

cesT Sox
?;42‘012 1 Sensor Heartbeat V APChannel=1, APMAC=00:23:69:41:75:80, assPrd=179, codeVersion=5.9.9, comMode=0, count=0, g
CE.STF WiBox parent=0, product=XTEMP-1015-0001, resets=0, retryCount=0.000, rssi=-39, storeFwdEnabled=1, tim

/172
?3"4 f;f ) Sensory v APChannel=1, APMAC=00:23:69:41:75:80, assPrd=174, codeVersion=5.9.9, comMode=0, count=0, g
CE‘ST’ WiBox parent=0, product=XTEMP-1015-0001, resets=0, retryCount=0.000, rssi=-38, storeFwdEnabled=1, tim
6/1/2013 WiBox

13:43:59 1 =2 SNMP Set V set ACK to 1103 (new), End config for sensor (sent by WiBox to terminate the GET/SET window)
cesT S
8/1/2013 Sensor

13:43:59 1 > LinkUp V (sent by the sensor to show that it is still alive to the AF)

WiBox

CEST
6/1/2013 Sen:

13:43:59 1 Wi =2 ConfigUpdate V/ (sent by the sensor to initiate a SET/GET from the WiBox)
cesT ==

V172
?; ‘;13 . Sensoros v APChannel=1, APMAC=00:23:69:41:75:80, assPrd=170, codeVersion=5.9.9, comMode=0, count=0, g
CE‘ST’ WiBox parent=0, product=XTEMP-1015-0001, resets=0, retryCount=0.000, rssi=-39, storeFwdEnabled=1, tim
6/1/2013 WiBox

13:43:39 1 o =2 SNMP Set V set ACK to 1099 (new), End config for sensor (sent by WiBox to terminate the GET/SET window)
OFST ol

% +,-- & L
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802.11WPA2
~— (SNMP packets)
s Ethernet
3 (SNMP packets)
Existing C g
Wireless Access Point Desktop PC
(Aginova Desktop
Software installed)
Sentinel Sensors
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Wakeup CPU |

Shutdown~

Wait for
ConfigUpdate
SET/GET

Wifi Gateway using Embedded AccessPoint
Jonathan Despraz
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Wake up WLAN TX

IShutdown

Wake up WLAN TX

Send

ConfigUpdate
Trap
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. ﬂ Temperature Sentinel
{ ginova
e Innovations

Mon Jul 01 12:00:43 2013 | Admiin | Log out

Overview

Location: | Default Location v |

Hide sensors list

Map | Temp | Hum | Light | RsSl | Temperature
Sensor Last seen/data Graph Link Int. Ext. Ext.2

(4]
oeels

Google

@ Connected @ Disconnected 4 Above limit # Below limit & Alarm

[ Copyright © 2012. Aginova - All Rights Reserved. (V. 1.17.82) - License Agreement ]

4 +- . %

% I $@ ; 3 9#" :$ - 3
91 : " -

13



heig-vd

Haute Ecole d'Ingénierie et de Gestion

du Canton de Vaud
1 20 3 $ "
7 3 -
% 11 21
H 7 9K ?6:@ 7
2 mn n - n
K " -
" 7
, 1 @" " 3
1 21 [ 7
%3 - ™9l ;" -
7 -
oo 7 $ 3 7
I $3 92" I "
$ 7" " E
2 " - 7 "4 "
" I
K ?6 4 " $
% " K
3 J 7 3
1 "3 "4
7 " J '3
6 4" "
*
% "4 3
- 7
! "4 $ ™ 7
41 @ ?2$ 1 C
L111} 4"
$C3 W - "
- H7 7 I
)61<% - ™ 6 2
21 3 $ " -
? 655L1'1 - |, # 21L 1
2"
2 "L (J(
2 6 (J($+5++$+5 G+5

Wifi Gateway using Embedded AccessPoint
Jonathan Despraz

3 nn

! 9K ?76:
? 6% -

'@ @
"4 !

% @
" 32 -@ ! 73

7 noun




Haute Ecole d'Ingénierie et de Gestion
du Canton de Vaud

2 KA 6 2

Wifi Gateway using Embedded AccessPoint

Jonathan Despraz

2 KAI# '&
)61<% 1 - 5/% 1<% +5/$F 5, )11<% 1 - X5
B- BQ (
2 >" A2 % 1- 5
2 - A1-
*
"4 $ 3 : 1l
4t $ 3 9 1<% +5/:
G- + 5J "4" H E
22?2 7 %3 4 7 3J@) 73
3 ! I o703
3 !
% W
9)61<% 5/: G- + " 4" H J E @ 3
- LL -"67 "L ? L'67L
13 )61<% 7 $ ! )61<% & 7
E @ 3 - LL -"67 "L? L?& %
9 & : E "4 I
! " $ I I 4 |
73 & " @) % | )
9 1<% +5/: 9)61<% 5/: " I )
K * -1
8 ! 7 J ! " $ 3 2 >
2 >" [ ! - B1
B "6 " ! )%
! " " - > 20 >
@ 3 - LL " % -
- %3 7 ! "




Haute Ecole d'Ingénierie et de Gestion
du Canton de Vaud

+
B3 C " -
c -1 P 7
I - " %
0)? &
- 3 "E" 64" 3 %3
- 7 C - 4 6 4"
% H
0)? 4 7 " 7
mn n 4 -
% " - 7 C3 !
? : B3 "
$ I 1
" 4 - ? %
mn > 3 - 7 mn
- C
)4 % -> & >5
* 8)5Y (*K#V (*K
16 4" 3 ? % | (
"7 5 KA
)" ,2) KA
$- 7 C3 @""
)" KA
> 7 5KA
! A
81A
% C $C3 W
7 C3 7

Wifi Gateway using Embedded AccessPoint
Jonathan Despraz

% 8
3 1"4%C 3 "
4" ™ " -
$C3 W 8

VG H

77! " 3 10




he|g_vd Wifi Gateway using Embedded AccessPoint

Jonathan Despraz
Haute Ecole d'Ingénierie et de Gestion
du Canton de Vaud

Applications Places System " = trickstergsgs () 1 Sat Jul 20, 14:11:36
il 1

Labo06_ServeurTCP

Travail_de_bachelor,  crosstool-ng-1.18.0

script.sh.save.1

cloog-parma-0.16.1

smartcvs-7.1_7

TR, L
Wosiap % 1

[trickster888@ubunt... B [sensor_communicati... [tricksterg88@ubuntu...

ERELELTED vwae

I $C3 3 "Q $7
6 4" 3 K.8L% $ A 1 6 4" @8
B3 - $ " o) S
cC - 4 I !

B3 77 .o ! ? 7 4

! 6 7

I ? % $C 3 "

! 7 nn n _ 1] non _ 7 "
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® Avpplications Places System )

Wibox_Lite - SmartCVS Foundation 7.1.7

Project Edit View Modify Change Set Tag/Branch Query Trace Tools Admin Window Help
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- %2. "

SatJul 20, 15

add -ko sensor_communication.c

® & W " N b B B & B
t Refresh aty t Add Delete
Directories v R = ] |e]
B /homeftrickster888/Desktop/Trav: achelor/Priii\EINES Local State v Revision Type Sticky Time Size Relative Directory Ext. Editable
(5 Makefile Non-CVs 07/01/2013 02:16 PM 347 Yes |
[ Makefile~ Non-CVS 06/14/2013 05:19 AM 249 Yes
L3 MIB.txt Non-CVS 03/22/2013 08:14 AM 290 bt Yes
[ periodic_task Non-CVS 06/07/2013 03:00 AM 7,409 Yes
(3 periodic_task.c~ Non-CVS 06/07/2013 07:16 AM 1,028 c~ Yes
Non-CVS Today 11:54 AM L5 db No
Non-CVS Today 11:54 AM
Non-CVS
(4 sensor_communication.c~ Today 11:54 AM
(3 sensor_communication_api.c~ Non-CVS 06/14/2013 05:13 AM 8,359 c~ Yes
[3 sensor_communication_api.h~ Non-CVS 06/14/2013 03:42 AM 467 h~ Yes
L3 server Non-CVs 07/08/2013 11:39 AM 13.... Yes
L3 server.c Non-Cvs 07/10/2013 08:44 AM 5,493 c Yes
L3 server.c~ Non-Cvs 07/10/2013 08:44 AM 35,... c~ Yes
(3 server_tcp Non-CVS 07/10/2013 04:40 PM 1 Yes m
3 server_tcp.c~ Non-CVs 07/10/2013 04:40 PM 1 c~ Yes
(3 snmp_communication.c~ Non-CVS 06/14/2013 02:57 AM 22,... c~ Yes
(3 snmp_communication.h~ Non-CVS 06/08/2013 03:47 AM 2,113 h~ Yes
(3 snmp_test.c~ Non-CVS 04/05/2013 04:41 AM 1,743 c~ Yes
<l . 2 |[3 socket Non-CVS 03/22/2013 06:10 AM 7,517 Yes )
Output

Ready

B trickstersss@ubuntu [server_tcp.c-Kate] ™ Desktop

1 File

x_Lite -SmartCv

ERELETFEE vmware

i8
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Hardware Version: \/F-2403

Firmware Version: APR-R4A4

-V1.1.260EN-Netis(WF-2403),2011.05.26 15:50,

MAC Address: 08:10:75:2b:39:68

Subnet Mask:} 255.255.255.0

P Addms:}lgz.lss.o.l

DHCP Server:l Enable

Wireless Status: Enable

Name(SSlD):}ag'nova

Mode:JAcces Point
Channel:}6

MAC Address:l!08:10:75:2b:39:68
WPS Status: Enable

System Uptime: 0 Days 0 hours 46 minutes 55 seconds
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Size in byteg Description

4 bytes Mote ID

4 bytes New clock value (using mote time)

4 bytes Heartbeat period (in tenth of second)

4 bytes Sampling period (in tenth of second)

4 bytes ACK signal (first data index is 1)

Control flags, bits: LSB:
0: control (O=no modifications, 1=modifications),
1: buzzer (0=off,1=0n),

2: storage strategy(O=overwrite [default], 1=blqck)

1 byte
3-4: connection mode (O=Live mode , 1=Ultra low oW
5-6: Use for the roll back
7: Used to empty the internal buffer
8: Not used yet, reserved for future usage
2 bytes Product number (small format)

2 bytes Channels scan bits (low bit is channel 1, highdghannel 16 ie 1<<1

2 bytes Power hold time (in ms), only valid for the WLS

2 bytes New Sample sending rate

1 bytes Test the module (1=test needed) only availableHerSET

GR1 timestamp only available for the SET
4 bytes
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GR2 timestamp only available for the SET
4 bytes

GR3 timestamp only available for the SET
4 bytes

4 bytes GRA4 timestamp only available for the SET

other bytes |Ignored (forward compatible)
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